Final Exam Review

CSCI 6345
Exam Monday, May 10, 2010 – 5:45pm

Duration 2 hours

IMPORTANT: 

Please keep checking this site for any additions.  Bring two BLUEBOOKs.  
There are 30 multiple choice questions.  Questions come from the textbook and my notes (power point slides).  Most of these questions are from the review questions I posted.
Some topics to consider:
HLEN

TTL – maximum hop counts
Encapsulation

Packet

Frame

Datagram 

ICMP

SSID

Error Messages – ICMP messages of various types and number associated with them
DHCP

Logical and physical addresses

Total length, header length, data length

Ping

Traceroute

TCP, UDP

Router configuration. CISCO IOS

Piggybacking

Distance Vector – route discovery & message intervals

Split horizon

EGRP

BOOTP

NAT

TCP/IP layers
Distance Vector

RIP problems

OSPF

Dynamic IP

DNS

ARP

VPN

Digital Certificates

BGP

RIP

OSPF

MPLS

ATM

Special IP addresses: Network address, directed broadcast address, limited broadcast address, this computer, and loopback addresss.

Assembly and Reassembly of Packets

Shortest Path computation

Longest prefix match

Default Routes

VLAN

Bridge

Replay

Buffer overflow

Address spoofing

SYN flood

Phishing

Denial of service

Essay questions 
You need to know the IP datagram layout.  Need to know all about fragmentation.
Differentiate between a hub, repeater, bridge, switch and a router.  Discuss the layers each operate under, which header each is capable of inspecting, and applicable use for each.

Explain sliding windows as related to TCP how it is used to control flow rate.  Discuss IGRP and EGRP, and differentiate between RIP and OSPF.

Discuss NAT and how NAT aids in security associated with a Firewall.  

Summarize your practical project in less than 2 pages.

Explain what you learned from your two group assignments.
Given a networks with three routers and classless IP addresses, create a routing table for each routers.
Given a CIDR address, find the first usable address and netmask. 

Given a classfull network address and organizational requirements, make subnets and subnet masks. Given an IP address and subnet mask, calculate the subnet address.
