Computer Networking
Due Date: Check blackboard
Dr. Abraham
Ethical Hacking
Hackers identify weakness in computer hardware or software to gain access.  Hackers attempt to gain access to steal or corrupt data or hold data for ransom. They accomplish this through ransomware, spyware, key loggers, etc. Ethical Hacking is to learn how hackers gain access and to prevent future hacking from intruders. 
Ethical hackers can use various tools including.  There are both Linux and Windows based tools, many free to download.  Most widely used operating system for ethical hacking is Linux.  Kali Linux distribution (previously known as Backtrack) is used widely to conduct penetration testing.  You may use Kali or a different version that allows you to do hacking.
Expanding dropdown applications menu in Kali Linux gives 14 applications that an Ethical Hacker can use (for example, Information Gathering, Database Assessment, Password Attacks, Forensics, etc).  For this assignment please choose any three you would like and show proper usage and submit screen captures.   Alternatively, you can choose to do any two from Kali Linux and choose Windows or smartphone hacking.
It is my hope different individuals in class will use different applications and perform different examples, so we can get more complete picture of what Kali Linux can do.
This would be a lab which I would ask you present in class.  Please work on it early and be ready.
Example 1. Find IP addresses of all Kali domains, subdomains and IP address, using recon-ng
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Example 2: find password for root using password hacking utility.
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SOURCE  default yes source of input (see 'show info' for details)

[recon-ng] [kali.org] [resolve] > run
docs.kali.org => 192.124.249.10
http.kali.org => 192.99.200.113
cdinage.kali.org => 192.99.200.113
security.kali.org => 192.99.200.113
pkg.kali.org => 192.124.249.9
de.docs.kali.org => 192.124.249.10
archive-2.kali.org => 192.99.150.27
fr.docs.kali.org => 192.124.249.10
br.docs.kali.org => 192.124.249.10
forums.kali.org => 192.124.249.12
archive-4.kali.org => 149.202.201.51
ar.docs.kali.org => 192.124.249.10
archive-7.kali.org => 209.126.116.149
git.kali.org => 67.23.72.103
downloads.kali.org 188.138.17.16
downloads.kali.org 198.255.36.10
downloads.kali.org => 149.56.27.8
downloads.kali.org 192.99.63.209
downloads.kali.org 199.189.86.7
es.docs.kali.ora => 192.124.249.10
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root@kali: /etc

File Edit Viev ch Terminal Help

)d3psig.0XA/hLrUdcaCtT.
laemon: *:17479:0:99999
)in:+:17479:0:99999

ys:+:17479:0:99999:7;

99999:7
ucp: * 99999:7
roxy:*:17479:0:99999:7:
wiw-data

nats:*+:17479:0:99999:7:
obody : *:17479:0:99999
ystemd-timesync
ystemd-network
ystemd-resolve
ystemd-bus-proxy:*:17479:0:99999:7
oot@kaliz/etc# john /etc/shadow
arning: detected hash type "shaSl2crypt®, but the string is also recognized as "crypt®

jse the "--format=crypt” option to force loading these as that type instead

Jsing default input encoding: UTF-8

oaded 3 password hashes with 3 different salts (shaSl2crypt, crypt(3) $6¢ [SHAS12 128/128 AVX 2x])
ress 'q' or Ctrl-C to abort, almost any other key for status

oor (root)

g 0:00:00:53 9.49% 2/3 (ETA: 22:19:42) 0.01875¢/s 378.5p/s 647.5c/s 647.5C/s Christmasl..Dutchessl
g 0:00:00:55 9.85% 2/3 (ETA: 22:19:42) 0.01807g/s 376.3p/s 645.8c/s 645.8C/s Spongebobl..Ronaldol





